The technological dependency of securities exchanges upon internet based (IP) platforms has dramatically increased the industry's exposure to reputation, market and operational risks. In addition, the convergence of several innovations in the market are adding stress to these systems. These innovations affect everything from software to system design and architecture. These include the use of XML as the industry IP language, STP or straight through processing of data, pervasive or diffuse computing and grid computing as well as the increased use of Internet and wireless. The fraud is not new, rather, the magnitude and speed by which fraud can be committed has grown exponentially due to the convergence of once private networks online. It is imperative that senior management of securities markets and brokerage houses be properly informed of the negative externalities associated with e-brokerage and the possible critical points of failure that exist in today's digitized financial sector as they grow tomorrow's exchanges. The overwhelming issues regarding e-finance is to determine the true level of understanding that senior management has about online platforms, including the inherent risks and the depth of the need to use it wisely. This policy note will attempt to highlight the various risks that have been magnified by the increasing digitalization of processes within the brokerage arena and explain the need for concerted research and analysis of these as well as the profound consequences that may entail without proper planning. An effective lega l, regulatory and enforcement framework is essential for creating the right incentive structure for market participants. The legal and regulatory framework should focus on the improvement of internal monitoring of risks and vulnerabilities, greater information sharing about these risks and vulnerabilities, education and training on the care and use of these technologies and better reporting of risks and responses. Public/private partnerships and collaborations also are needed to create an electronic commerce (e-commerce) environment that is safe and sound. Section I of the working paper, attempts to provide a background as to the adoption of technology in capital markets. Section II is an overview of 7 case studies in e-fraud perpetuated within capital ma rkets and the various operational risks of utilizing IP based networks. Section III provides the conclusion and rationale for further research in the area of E-fraud.
I. Introduction and Background
On October 14 th ,2004 New York Federal Reserve President Timothy Geithner 2 stated:
"The increased risk of terrorist attacks and increased sophistication of cyber-attacks on electronic networks have added new dimensions to the traditional concerns of safety and soundness and operational resilience," he told a financial services conference in Atlanta.
Geithner said the growing challenge of cyber-attacks will require a "major ongoing commitment of resources". "Beyond the direct financial losses from criminal activity, these threats pose a broader risk to confidence in the integrity of financial institutions, payments systems and, ultimately, the global payments network," he said.
All financial institutions are facing this critical operational risk. Geithner's statements echo the warnings made by law enforcement entities for the past 5 years. Operation Uptick 3 was the largest securities fraud under-cover operation to date. In a ten month investigation involving the US Attorney's office, the FBI and the SEC, it culminated in the arrest of over 200 people, the involvement of brokerage firms and a network of six organized crime families, brokerage firms, brokers and over $50 million in illegal proceeds. Tracking a period of more than 5 years it exposed a criminal enterprise that was able to bribe brokers and pension officers, compromise every type of market and law enforcement professional, inflate stock prices, and sell shaky investments through a significantly corrupted brokerage system. Most disturbing, its prosecution showcased the changing business model and modus operandi for organized crime and foreshadows the havoc that organized crime can wreak undetected in the securities industry.
The technological shift to IP based technologies has had a direct impact in the financial industry, most obviously in the areas of e-banking and online securities trading. E-finance penetration is best observed in online securities trading and internet banking 4 E-finance use is increasing around the globe, including that of emerging markets. Despite the intrinsic weakne sses in the financial, legal, regulatory and technological infrastructures of emerging countries, some such as Korea, Brazil, and India have been early adopters of e-finance, using the new delivery channels to expand access, provide opportunities and effectively circumvent some of the constraints of traditional modes.
In the world's securities markets 5 according to the World Bank's financial sector research, by 2005, online brokerage could rise to 80 percent in industrial countries (which was around 28% at the time of the research), and 40% in developing countries assuming that a better business and enabling environment is put in place 6 .
The trend observed in the capital markets of more industrialized countries, such as the United States, Western Europe and Singapore, is continued growth in the use of online trading. In emerging economies, South Korea represents the high end. Since e-brokering was launched in Korea in 1997, the proportion of its total trading value steadily climbed from 19 percent in 1999, to 43 percent in 2003. In Russia, approximately 40 percent of stocks traded on the Moscow Interbank Currency Exchange (MICEX) occurs via the Internet. On the low end, in Singapore and Taiwan, e-brokering accounts for approximately 10 percent of total trading volume. In Chile, market players estimate that 5-10 percent of securities trading occurs online. The table below depicts a snapshot of the growth of internet based trading in certain markets. E-Finance promises many benefits to users and adopters. First, e-finance lowers the costs of intermediation and increases competition in financ ial services. It also expands the reach and scope of access to financial services by formerly unreachable clients (Claessens et-all 2001) . This increased penetration of e-finance in developed as well as developing countries is are also erasing the boundaries between finance and technology, transactions and information processing, and finally financial service providers and technology providers. The distinction between "efinance" and "finance" will become obsolete, as financial delivery assumes the use of electronic means.
E-finance however exacts numerous costs that have not been appropriately examined. For example, the dependence of online backend operations has increased operational risk significantly. Although transactions appear to be completed in less time, the underlying complexity required to handle such transactions in an automated fashion has increased exponentially.
As a result what we appear to achieve in terms of transactional efficiency on the one hand may be lost through transactional comp lexity on the other.
Over time, it is now clear that online fraud rates for e-commerce are much higher than for those transactions completed via more traditional modes 7 . The anonymity and speed perpetuated by the internet allows for greater rates of fraud. At present the most valid number to come forth from studies indicates that the online fraud rate is 83 times higher that offline. Further, it is also well established that the financial sector is a target of choice for online crime.
8 As a result of the dot com revolution, increased access to financial services cannot distinguish between rightful from illegal access.
A fundamental principle of criminology is that crime follows opportunity. Opportunities to perpetrate crime abound in today's computer reliant world. The financial services industry is now increasingly vulnerable to inappropriate manipulation and consumers are often defens eless with out appropriate warning whether or not they choose to transact financial activity online. The scope of this problem is multi-dimensional.
First, increased dependence on technology for the delivery of financial services and the processing and storage of financial information without an appropriate understanding of the network's security or business continuity needs inordinately exposes the financial system to e-security risks and threatens the long-term integrity of financial transactions and their underlying information.
Second, Internet and electronic payment systems enable providers of financial services to create complex financial products and services and to expand their reach to an unprecedented number of people from all around the world, at much lower costs than ever thought possible. This opens the door to create unregulated financial products or for unlicensed or illegitimate entities to offer financial services with the intent to defraud unsophisticated consumers.
II. The Potential for E-fraud: 7 Case Studies
This section describes certain risks to which capital markets are exposed in today's online environment. The following are examples of ways in which hackers have compromised systems for illegal purposes.
1. E-brokerage Customer Compromise-Hijacking an account is a preferred method of compromise. By hijacking an account, the perpetrator can change the amount of shares traded and/or the change the time of the trades. By breaking into a broker's account a hacker can insert a Trojan to steal user names and passwords. 9 The hacker then uses this information to trade securities under a victim's name. The victim has no coverage in the event of loss. Furthermore, though these online web sites offer a modicum of security through secure shopping software, there are vulnerabilities within the software itself that facilitate these criminal activities. The following case starkly illustrates the risks that online investors face in today's environment. It underscores the growing concern that trusted spaces such as discussion forums can be abused in such a way that erodes investor confidence, and exerts a new type of cost on investment. As illustrated above, the New York Mercantile Exchange, is developing a Wireless Straight Through Processing System (refer to Appendix C). According to Mr. Gaer, CIO for the Exchange, such a system will: 1) Ensure order information is clear and accurate 2) Increase customer control 3) Guarantee the trade immediate entry into clearing 4) Guarantee instant order and status assignment information 5) Lower overall transaction costs due to fewer errors and paper supply and lastly, 6) Increase a trader's volume and performance. Although these six elements are characterized as benefits, deeper analysis reveals that such a system carries high administrative and security risks, which in turn requires investing in substantial human and technological resources at significant cost.
Straight-Through Processing
The expanding use of wireless and satellite systems for financial transactions represents a growing vulnerability. Such systems often run with little security, leaving the communications vehicle wide open to both techno-terrorist and criminal attacks. Technology creates the possibility for crimes of great magnitude and complexity to be committed very quickly. For example, assume that a brokerage house transfers data over a T1 fiber optic line. That line can transfer approximately 154KB/sec or 9.2MB/min. once all of the packet buffering, etc is in place. Now two questions must be asked--how much time does it take to steal the information and how much is the stolen information worth? Assume there is a total denial of service for 9 minutes. The answer is that the brokerage entity would be out of business.
Moreover, the more distributed a network is, the more vulnerable it is to interception and unauthorized access. Take for example, the system in Diagram A. This system exhibits four inherent weaknesses in its architecture: 1) The wireless trading pad running the "Epit application" can be hijacked by a Trojan horse or spyware can be inserted into the communication while in transit from its point of origin to its destination.
2) The Wireless Server/Access point is an easy entry point.
3) The NYME WLAN is susceptible to rogue access points and devices unless frequent audits are conducted for such intruders and 4) The end customer is using the Internet to communicate desired trades into this "secure system" the Internet and those applications that are permitted to move through the firewall have been polluted.
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There are ways to mitigate most of these operational risks. Application security, active content filtering, security for pervasive or diffuse computing and grid computing will be critical as will real-time configuration management. The widespread adoption of wireless local area networks (WIFI) are but one example of the convergence of modern telecommunications and IT systems which become open to interception. The popularity of wireless systems (both satellite and terrestrial wireless) has continued to increase. This spread of the technology often coupled with the lack of implementation of certain safeguards for systems 11 , creates a serious risk, making wireless systems inherently vulnerable to being breached. Although Straight Through Processing (STP) coupled with XML and T + O appears to provide optimal efficiency, if fraud is committed there is no recourse in the settlement window. Unwinding is impossible in the traditional sense in a T + O environment. Today's settlement paradigm and its safeguards should be reviewed as the goal to operate in a T + 0 environment redistributes the risk of disputes about settlement to after the fact rather than trying to resolve such prior to settlement. By redistributing risk, the very nature of the contract changes and this in turn should impact cost and price calculations.
The issues posed by these innovations are not just the result of architecture and configuration but also result from how today's market defines efficiency and effectiveness. Inherently the securities market is different than banking. In banking, safety and soundness are primary, but securities is about assuring that investors are aware of and understands the investment risk. Now the question is whether the investor is adequately educated about the operational risk of the vehicle used to place the trade not just the market risk of the underlying security being traded. Arguably in the securities market if an investor knowingly chooses to use a riskier means of trading that's acceptable, the question then is whether the broker or trader has adequately advised the investor of this risk or should they be permitted to use riskier means to trade without their client's knowledge and if so who bears the burden of any loss that may result.
Distributed Denial Of Service (DDOS) attack
12 -DDOS attacks could take several forms. First a hacker may attempt to flood (overwhelm the network with vast amounts of data) a brokerage company's network just before the close of market, to prevent it from placing fresh quotes before the end of the day. This could result in penalties and subsequent "reputational risk". In a delivery vs. payment scenario the stock is not transferred to the buyer until payment is received. If payment orders are kept from being delivered then the stock will not transfer. In an Straight Through Processing (STP),TP, T + 0 environment this scenario carries significantly more risk. This scenario is particularly plausible in the New York Stock Exchange's new wireless trading model. Although the Exchange uses fiber optics as its primary transfer channel, it has installed a WLAN (wireless local asynchronous network) to serve as the redundant backup for those lines in the event of another terrorist strike. Unfortunately using the WLAN poses a significant vulnerability to the integrity of the stored market data. Or the hacker may cause the system to fail to respond to a time-based transaction(s) or a trade(s). For example, a system overload/failure, could delay the response time and cause a Call Option to be placed after its expiry date. Who is liable for a failed trade in that situation?
4. Market Data Sabotage-Market participants are heavily reliant upon the market data they receive from entities like Bloomberg's and/or Reuters as well as online chat rooms and discussion forums. Hackers have the potential to corrupt the data or insert erroneous data once it leaves the perimeters of financial information disseminators and aggregators such as Bloomberg's and Reuters. The integrity of the data can thus be called into question because it can be digitally manipulated. Since trading positio ns often are directly related to the interpretation of such data such error could result in loss of investor confidence or even panic once discovered. As importantly, chat rooms and discussion forums are fertile areas for manipulators to deposit disinformation. Because this can be done anonymously, quickly and with little if any opportunity to investigate in a timely manner there is little chance that such an event would ever be prosecuted.
Currency
Trading Scenario-Currency trading is volatile and is more often than not dependent on fractions of seconds in trading positions. Suppose that the Euro drops in value relative to US dollars effective at 12:00:00 EST on a particular day. The holder of Euros is likely to wish that they had sold Euros before its drop in value. Suppose that the server time tagging the buy/sell orders is being controlled by the reception of GPS positioning and timing signals. A GPS electronic spoofing attack could be launched against the GPS time controlled transaction server. In order to "back-date" the sell order to show that it occurred before the Euros decline, the attacker alters the GPS timing (for example, 11:59:50 EST) thereby causing the system to order the sale and time stamp at a time prior to the decline in the Euros va lue. The electronic attacker then turns off the GPS spoofing signal and the GPS timing system once again receives the real GPS signal and returns to the correct time in the server. 13 6. Insider Trading/dealing---Insider trading occurs when a broker or trader takes a position with respect to securities based on certain information obtained before it is made public. The Internet facilitates "insider trading" in numerous ways. E-mail and instant messaging programs on a trader/brokers computers can be compromised fairly easily. Trojans 14 and worms can be used to siphon material data from an insider's computer and transmitted to an outside party. For example Backdoor.Tkbot, by definition an IRC 15 Trojan has the capability to perform nefarious activities such as to "gather user/system information", upload a file to the victim's system, or download a file from the victim's system. The use of wireless devices by traders increases the potential for market manipulation due to the use of unsecured WLANs, GPRS, GSM and CDMA 16 . Criminals from outside the "secure enclave" of the trading floor can attack these devices and compromise them thus hijacking the markets for illicit gain. The relative physical security provided by the modern trading floor is bypassed by the wireless transmission of financial data throughout the facility and beyond.
7. Centralized Depository Attack--Centralized depository, clearing and settlement services for equity and debt markets have been established in many countries over the past 5 years. The typical CDS provides its services with an online computer system with participants having direct online access to the system. Transfer of settlement funds occurs through the central bank the same-day funds. Here is an example of regulation and technology design in supervised arenas not keeping pace with best practice. Since 9-11, a distributed network with significant redundancies is considered best practice. However the debate continues. Pushing forward with a consolidated platform given the significant concerns is not wise and the pros and cons should be looked at dispassionately and with great care. If a consolidated platform is used since this is the delta of the settlement and clearance functions these facilities must maintain maximum security. The issues here are design and function, as well as centralizing high value assets. These are complicated issues. So how does one design a central depository system that is connected to the Internet or open network with sufficient back up, resilience, robustness and safeguards to mitigate the potential of compromising a critical point of failure. Staged cyber-attacks are now feasible in most countries due to the reality that CDS' are built within the Internet Protocol (IP) environment. The potential for reputational, operational and even systemic risks associated with poor non-layered security arrangements 17 upon these institutions is high.
Over the past few years cyber attacks have grown in complexity, sophistication and now represent powerful forms of targeted customized economic weapons that can destroy critical databases and render serious financial harm in an incredibly short amount of time. As countries work to create stock exchanges and central depositories, it is imperative to chronicle the lessons learned so that these can be passed on and incorporated into new designs for the IT systems as well as the supporting legal, regulatory and policy infrastructure. 
Online Frauds

Investment Scams
In the US and South Korea, where the penetration of e-finance in the capital markets have been the most wide-spread, seven out of the "top ten securities frauds" involve online investment scams.
Investment Scams are investment schemes created by illegitimate intermediaries to collect funds from inexperienced and small investors with false promises of extremely high returns in a very short time with little or no risk. Through the use of electronic means such as the Internet for securities transactions or dissemination of information, these individuals enjoy the advantages of anonymity and increased outreach to large groups of unsophisticated investors at minimal costs.
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Promissory notes scams or prime bank notes are investor scams that involve schemes where investors are told that they have access to "secret" trading programs that only a few privileged people will be invited to take part in. The scheme promises access to the trading of certain bank securities such as bank guarantees, notes, stocks, or debentures at a discount price and sell them at a premium. Investors are then asked to sign "non-disclosure " agreements which prevent them from talking about the deal with anyone, including a lawyer or financial advisor. Investors are asked to ensure their funds are "good, clean and clear of criminal origin". The notes usually claim to be guaranteed by a well-known bank. In some variations of this scam, the investor is instructed to send money to a foreign bank, for example in the Bahamas, the Cayman Islands, or the Isle of Man. Later, the money is transferred to an offshore account controlled by the con artist.
Online Investment newsletters and e-mail spams
While the Internet, when properly used can be an effective tool for legitimate research providers in giving investment advice and disseminating unbiased information about the market, it also provides a venue for securities "touting" or market manipulations. Hundreds of online investment newsletters are published on scores of internet sites. The most common fraudulent activity using online newsletters is where an investor manipulates a stock's price upward by widely disseminating false news about the stock or the issuing company and then trading the stock to profit from the manipulated price. The same effect can be obtained by using e-mail or IM (instant messaging), where the manipulator sends a mass e-mail with "investment tips", which then causes an investor to buy thus artificially inflating the price of the stock. This is also referred to as called "pumping and dumping of stocks".
An economical means of choice for pumping and dumping stocks on a mass scale is spam. In the UK, according to spam-detection specialist ClearSwift, the number of spammed stock tips has risen more than 300 percent between December and March of 2004, which translates into thousands of bogus investment tips on a variety of obscure firms listed on exchanges around the world reaching a significant audience of small investors through e-mail. A spammed e-mail usually consists of millions of potential recipients.
Fraud through Social Engineering 31
Impersonation of a credible entity on bulletin boards or a discussion forum can lead to leakage of vital information. It could also be the source for unwarranted malicious knowledge which can negatively affect the trader's decision making process. Decisions by traders can now be affected by manipulated through the impersonation a.k.a. spoofing 32 of legitimate sources of information i.e. websites and email address. 31 In her book, "Information Warfare and Security", Dorothy Denning defines 'social engineering' as: "…operations that trick others into doing something they would not do if they knew the truth, for example, giving out a secret password or sensitive corporate information. Any medium that provides one-to-one communications between people can be exploited. All that it takes is to be a good liar." (pgs. 111-112).
32 Brand spoofing--Hackers will fake or spoof websites of legitimate and existing organizations, in order to deceive the customer into thinking they are interacting with the legitimate company. Customers submit sensitive information such as user identification numbers, passwords, credit card numbers, bank account information, and other forms of financial data. Customers do so, unknowing that this information is going into illicit hands. This type of social engineering can involve a digital communication (e.g., e-mail) that contains a link to a website. Once the customer clicks on the link, (s)he is redirected to a fraudulent website. When a customer is lured to the website, their information and/or money is stolen from them through digital means. Industry spoofing--Fake or spoofed organizations or industries that purportedly exist to mitigate risks, such as escrows and other third party mediators, that customers are socialized into trusting.
III. Conclusions and Predictions for Further Research
The convergence of certain innovations in the securities market over the past decade is fostering a fertile environment for fraud, increasing operational risk and are amplifying the potential for systemic failure. By utilizing E-platforms, brokers can reduce costs and barriers to market participants but increase the probability of investor fraud. "Buyer beware" takes on significantly new meaning in the online, 24 x 7 environment. E-brokering coupled with the use of unsecured wireless devices by traders and those in the pit are indicative of the new kinds of operational risks that should be understood, analyzed and mitigated before they are incorporated into a business architecture. Certain costs and risks associated with the e-finance revolution have yet to be fully appreciated. Recently, technologists have published books which state that not all information or transactions belong in the online world. Decisions to put any information online should be made in a reasonably prudent manner after a thorough risk benefit analysis and awareness of the weaknesses and vulnerabilities inherent in the system.
The monograph Electronic Safety and Soundness presented a four pillar framework for policy makers in emerging markets to use in designing responses to the challenge of assuring electronic safety and soundness of their financial systems. As such, this monograph focuses in part on technological solutions; depicted within the architecture of the 12 layer matrix 33 , but mo re importantly on the incentives of the many parties involved to assure the security of critical infrastructures ranging from telecommunications and financial sector service providers to the government as well as to final consumers of financial or other services.
Securing the open network is first and foremost the responsibility of the service providers. Businesses need to understand the risks and responsibilities of providing services via these channels and seek continuous improvement in maintaining e-security. Technology is only a part of the solution; sound business principles such as responsibility, accountability and trust are also essential to building infrastructure and a framework that can support e-business.
Utilizing Electronic Safety and Soundness as a foundation and methodology for further research, the authors of this white paper will attempt to discern the patterns of e-fraud and the operational risks experienced by capital markets and offer recommendations for legal, regulatory and technological safeguards that should be put in place to foster trust and confidence particularly in emerging capital markets.
Appendix B: SEC Regulations and Guidelines per Information Security
Recent laws enacted by the U.S. Congress impose considerable privacy and security requirements on health information, financial information, and Government information and systems. They each require an enterprise approach to security, involving the senior management of the organization. Cumulatively, they impact a large portion of private sector systems. The two major laws directly impacting financial sector security programs are:
The Gramm-Leach-Bliley Act (GLBA), 36 states that "each financial institution has an affirmative and continuing obligation to respect the privacy of its customers and to protect the security and confidentiality of those customers' nonpublic personal information."
37 The GLBA definition of "financial institutions" encompasses banks, securities firms, insurance companies, and other companies providing many types of financial products and services to consumers. This includes lending, brokering or servicing any type of consumer loan; transferring and safeguarding money; preparing individual tax returns; providing financial advice or credit counseling; providing residential real estate settlement services; collecting consumer debts; and other types of financial services.
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GLBA's definition of financial institutions has even swept up colleges and universities. 2) To protect against any anticipated threats or hazards to the security or integrity of such records; and 3) To protect against unauthorized access to or use of such records or information which could result in substantial harm or inconvenience to any customer. The Financial Modernization Act of 1999 (or the Gramm-Leach-Bliley Act) addresses the impact of privacy concerns on information security. Pursuant to section 504 of the Act, the SEC issued Rule 34-42974 entitled "Privacy of Consumer Financial Information (Regulation S-P)" which implements notice requirements and restrictions on a financial institution's ability to disclose nonpublic personal information about consumers. Effective 11/13/2000, the Rule requires a financial institution to "provide its customers with a notice of its privacy policies and practices [nor] disclose nonpublic personal information about a consumer to nonaffiliated third parties unless the institution provides certain information to the consumer and the consumer has not elected to opt out of the disclosure." 46 Finally, the Rule provides appropriate standards to protect customer information. ? Though the Sarbanes-Oxley, Patriot, and Gramm-Leach-Bliley Acts, and the related SEC provisions, pertain more to protectio n against fraud than protection against hacking, the SEC is attentive to the problems hacking can bring. A 2003 paper entitled "Sound Practices to Strengthen the Resilience of the U.S. Financial System" 47 names four practices to ensure the resilience of the U.S. financial system: (1) identify critical activities; (2) determine the appropriate recovery and resumption objectives; (3) maintain sufficient out-of-region resources to meet recovery and resumption objectives; and (4) routinely use or test recovery and resumption arrangements. These practices focus on minimizing the immediate effects of a widescale disruption on critical financial markets. 
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